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1. OOmme cBegeHus 0 MPOrpaMMbl

1.1

O0o3HayeHNe U HAUMEHOBAHHUE NMPOTrPAMMBI

HaumeHoBaHme MpOrpaMMbl: aBTOMAaTU3UPOBaHHAS HH(POpPMAIIMOHHAS
CHUCTeMa MOHUTOPHHTA OU3HEC-TIPOIIECCOB MPpEANpHUATHi Kiacca Process Mining
«Ontumaitnuar (Optimining)».

O6o3Hauenue nporpammel: Crucrema.

1.2

Hasnauenue u pynkuuu Cucrembl

Cucrema npegHa3Hauy€HUeE JUIsl BOCCTAHOBIIEHUS PEAIbHON KapThl MPOLECCOB
Ha OCHOBE «LU(POBBIX CIEAOB» B HHPOPMAIIMOHHBIX CUCTEMAX,
MOIIEP>KUBAIOIINX UX PabOTOCTIOCOOHOCTD, M MX aHAJIM3a C LEJbI0 JaTbHEeHIIIeH
ONTUMU3ALNH.

B Cucreme peain3oBaHbl CIEAYOMNE BO3MOKHOCTH:

CO3/IaHUE TMPOIECCOB, 3arpy3ka JaHHBIX MO IpolleccaM, YIpPaBIICHHUE
JTAHHBIMHU U CTPYKTYpPaMH;

BOCCTaHOBJICHHE KapThl IIPOIIeCca;

OTOOpaKEHHE KapThl MPOIECCa C UCIOIb30BAHUEM TPYIIUPOBOK HIArOB
mpoliecca Mo 3Ha4YeHUIo aTpudyTa MOJICIH;

BOCCTAaHOBJICHHE KapThl TIpollecca [0 TMPOU3BOJIBHOMY aTpubyTa
MOJIEIIN;

CO37aHUE JMHAMUYCCKUX BU3yaJbHBIX MPEICTABIICHUH 10 MPOIIeccaM U3
OMOJIMOTEKN aHAIMTUYECKUX NaHesel (BUIKETOB);

co3/laHuEe KOMOMHUPOBAHHBIX TPA(PUKOB C PA3TUYHBIMU BU3YaTbHBIMU
O0TOOpaXEHUSIMU JaHHBIX (JTUHUH, CTOJOIIBI, TOUKH);

MPUMEHEHHUE PA3TMYHBIX (PUIBTPOB /I aHATU3a JAHHBIX;

AKCIIOPT JIAaHHBIX, B TOM YHCIIE C Y4ETOM (UIBTPOB;

CO37IaHUE METPHK IO MTPOIIeccaM, B TOM YHCIIE C HCIIOIh30BAHUEM SI3bIKA
SQL u npoueccHbIX (HyHKIIHIA;

pacyeT TMoOKazaTelel Impoiecca ¢ y4eTOM IPOM3BOJICTBEHHBIX
KaJICHIapeu;

pacchlIKa BU3YAIbHBIX TPEICTABIICHU;

O0OHOBJICHUE JAHHBIX TIO0 MTPOIIECCaM, B TOM YHCJIC TT0 PACTIHCAHMIO;
oToOpakeHne u 00paboTKa BapHaHTOB MpOIlecca.

2. Texnuveckue cpeacTBa, HeoOXoquMbIe 115 GyHKIMOHUPOoBaHUsSI CHCTEMBbI

2.1

CepsepHas yactb CucremMmbl

s koHurypanuu, npeaycMaTpuBaroiiei Harpy3ky 10 30 0oJHOBpEeMEHHO
paboTarImuX noJib3oBaTenei u 70 20 MIIJTMOHOB 3arpy>KeHHbBIX 3alKCel 1o
aHAJIM3UPYEMbIM IpoliecCaM HEOOXOIUMBI, KAK MUHUMYM, JiBa CEPBEPA B
KOH(UTypaLIUN:



1) CepBep NpHIOKEHHS:
— TIpOLECCOp:

o CPU-8ITm;
— OmepaTUBHAs NaMSTh:

e 00BeM omnepaTUBHOM MamsATH — oT 16 ['6aiT;
— JKECTKHM JTUCK:

e tum— SSD;

e 00BEM MaMATH Ha KECTKOM JIUCKE 0]l CUCTeMHbIE HYKIbI — OT 200
I"'GaiT;

e 00BEM MaMsITH Ha KECTKOM JIMCKE JJIsl pe3epBHBIX Komuil — oT 400
I'Oaiit.

2) Cepsep 0a3bl JaHHBIX:
— IIpoLeccop:

e CPU-or16IT1;
— omnepaTUBHAs MaMSTh:

e 00BeM ornepaTUBHOM mamsiTd — oT 64 ['6ailT;
— JKECTKHUM JTUCK:

e Tun — SSD;

e 00BEM MaMsITH Ha KECTKOM JUCKE O] CUCTEeMHbIE HYKIbI — OT 200
["Gaiir;

e 00BEeM MaMsITH Ha KECTKOM JIMCKE JJIsl PE3ePBHBIX KOMU — OT 1
TOauT.

[Tepedyens mporpaMMHOTO 0OeCTICUeHHUSI JIJIsl CEPBEPHON YaCTH MEPEUUCICHO
B I1. 3 HACTOSIIETO IOKYMEHTA.

2.2 APM noan3oBarenas

KinneHnrtckas 4actb cUCTEMbI MOKET KOPPEKTHO (YHKIMOHUpPOBaTh HAa APM
C XapaKTEPUCTUKAMU HE XYKE CIIEAYIOIIHNX:

1) mporeccop:

— KOJUYECTBO fJIep — OT 2;

— TakToBas yactorta - oT 2,4 I'T';
2) omnepaTuBHAs MaMSTh:

— o00BeM ornepaTuBHOM MamMsATH — He MeHee 16 ['6aiit;

— tun — DDR4;

— 00BeM ImaMsITH Ha KEeCTKOM Aaucke — He MeHee S50 ['0aiT;
3) MoHuTOp:

— JuaroHajib — He MeHee 23-24";

— paspenieHue 3KkpaHa — He meHee 1280 x 1024;
4) cKOpOCTb MOIKIIOYCHHUS K CETH — He MeHee 2 MowuT/c.
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APM nonb3oBarens He TpeOyeT 11t pabOThl YyCTAaHOBKU KaKOTO-TH00
KJIIMEHTCKOIO MPOTPaMMHOT0 00€eCTIeueHUSI.

Jnist paboThI ¢ cHCTeMO TpeOyeTcsl HaIn4Ire OJHOTO U3 Opay3epoB:
— Google Chrome, Bepcus He Hike 109;
— Sunpekc.bpaysep, Bepcus He Huke 23.7.2.767 (64-bit);
— Mozilla FireFox, Bepcus He ke 102.

3. CoctaB 1 BE€PCUHU CUCTEMHBIX KOMIIOHEHTOB
B Ta6J'II/IHC 1 HIKE MpCaACTaBJICH IICPCUYCHb CUCTCMHBIX KOMIIOHCHTOB

(mporpammuOT0 06ectieueHwus - [10) HeOOXOAMMBIX JJIT KOPPEKTHOTO
(GYHKIIMOHUPOBAHUS CUCTEMBI.

Tabmuma 1:
Tun 110 HaszBanue I10 u Bepcust
OnepanuonHas
cucreMa Astra Linux 1.7
CYBJ ClickHouse server version 23.1.1.3077
CYBJ PostgreSQL 12.13
Be6-cepep Nginx 1.18
[TnaTdpopma
DotNet DotNet 6.0.13

4. Ycranoska ba3bel nanubix Clickhouse

[TocnenoBaTenbHO BHITIOIHUTE CIASAYIONTUNA HA0OP KOMaH]l B CHCTEMHOMN
KOHCOJIH:

echo "deb https://packages.clickhouse.com/deb stable main'* | sudo
tee /etc/apt/sources.list.d/clickhouse.list

apt-get update

apt-get install -y clickhouse-server clickhouse-client

Cosznats none3oBarens B b] (monws3oBatens clickuser ¢ maposiem clickpass).
Cosnarh koHbUTrypanroHHbIi ¢aitn clickuser.xml cieayromeii koMaHI0M:
vi /etc/clickhouse-server/user.d/clickuser.xml

BceraButh cnemyronue 0J10K B aiii:

<yandex>



<users>
<clickuser>
<profile>default</profile>
<networks>
<ip>::/0</ip>
</networks>
<password>clickpass</password>
<quota>default</quota>
</clickuser>
</users>
</yandex>
Buectn HacTpoiiku B aiin konduryparmu /etc/clickhouse-server/config.xmi
vi /etc/clickhouse-server/config.xml
BcraButs COACPKUMOC B COOTBCTCTBYIOIIHUEC CTPOKMU:
<listen_host>::</listen_host>
<max_thread pool_size>10000</max_thread_pool_size>

<max_server_memory usage to_ram_ratio>1.2</max_server_memory_usage
_to_ram_ratio>

BHecTu Hy)XHYI0 HACTPOWKY BBIJCIICHUS IAMATH ISl OAHOTO 3ampoca B (aiin
letc/clickhouse-server/users.xml (20ro6):

vi /etc/clickhouse-server/users.xml

BcraButs COACPKUMOC B COOTBCTCTBYIOIIIHUEC CTPOKMU:
<max_memory_usage>20000000000</max_memory_usage>

3amyck cepBepa clickhouse-server:

systemctl enable clickhouse-server

systemctl start clickhouse-server



5. YcraHoBKa M HACTPOIiKa 3JIeMEHTOB cUCTeMbI «ONTUMATHUHT
(Optimining)»

CKkomnpoBaTh TUCTPHOYTHB HHCTAIUIIIMOHHOTO TTakeTa ProcessMiningBack.zip u

Process-mining-front.zip B marky /tmp:

HOCJ’ICI[OBE[TCJILHO BBIITOJIHUTD CJ'ICI[YI-OHII/Iﬁ Ha6op KOMaH/I B CHUCTEMHOM KOHCOJIU:

apt update

apt install wget

apt install curl
apt-get install unzip

wget http://nginx.org/keys/nginx_signing.key

apt-key add nginx_signing.key
apt-get update
apt-get install nginx

wget https://dotnet.microsoft.com/download/dotnet/scripts/vl/dotnet-

install.sh

chmod +x dotnet-install.sh

Jdotnet-install.sh --channel 6.0

cd /opt

wget https://dl.google.com/linux/direct/google-chrome-
stable current_amd64.deb

apt install ./google-chrome-stable_current_amd64.deb
mkdir /opt/process-mining-front

mv /tmp/Process-mining-front.zip /opt/process-mining-front/
unzip /opt/process-mining-front/Process-mining-front.zip -d /opt/process-
mining-front/

mkdir /opt/process-mining-backnet

useradd process-mining-backnet


http://nginx.org/keys/nginx_signing.key
https://dotnet.microsoft.com/download/dotnet/scripts/v1/dotnet-install.sh
https://dotnet.microsoft.com/download/dotnet/scripts/v1/dotnet-install.sh

Co3znarhs cepBuc Process-mining-backnet ciremyroreii KoMaH 0¥

vi /etc/systemd/system/process-mining-backnet.service
BrecTn HacTpoiiku B (ailyl KOHGUTyparuu:

[Unit]

Description=Systematic: PM-Dotnet Service
After=rc-local.service nss-user-lookup.target

[Service]

Type=simple

ExecStart=/bin/dotnet ProcessMiningBack.dll --urls http://127.0.0.1:5030
WorkingDirectory=/opt/process-mining-backnet
User=process-mining-backnet
Environment=ASPNETCORE_ENVIRONMENT=Ncc
TimeoutSec=300

Restart=always

RestartSec=10

StandardOutput=null

StandardError=syslog

Syslogldentifier=PMDOTNET

[Install]

WantedBy=multi-user.target
BrimosaHUTH IIOCJICA0BATCIIbHO KOMAaHIbI.

mv /tmp/ProcessMiningBack.zip /opt/process-mining-backnet/
unzip /opt/process-mining-backnet/ProcessMiningBack.zip -d /opt/process-

mining-backnet/

Coznatsp (aitn koHpuUTyparmu appsettings.Ncc.json creayromein KoMaHa0u:



vi /opt/process-mining-backnet/appsettings.Ncc.json
Buectu HacTpoiiku B ¢aitn koHpurypauuu, rae { XXX} - Baiy 3HaUCHUS:
{
"ConnectionStrings": {
"Default": "Data Source=PM.sqlite",

"Clickhouse":
"Compress=False;BufferSize=65536;SocketTimeout=10000;CheckCompressedH
ash=False;Encrypt=false;Compressor=Iz4;Host={XXX};Port=8123;Database=
default"

H
"Logging": {
"LogLevel": {
"Default": "Information”,
"Microsoft": "Warning",
"Microsoft.Hosting.Lifetime": "Information”
}
H

"AllowedHosts": "*"

BeinmoaHuTh IIOCJIEAOBATCIbHO KOMAHHI.

chown -R process-mining-backnet:process-mining-backnet /opt/process-
mining-backnet/
systemctl enable process-mining-backnet

systemctl start process-mining-backnet

6. Hacrtpoiika nginx



[Tocne ycraHOBKM KOMITOHEHTa NQINX, mpou3BeAeHHOM KoMaH1oi apt-get install
Nginx, co3aatk Qaiin koHdUrypamuu pProcess-mining.conf, ciemyrommmu
KOMaH/IaMH:

vi /etc/nginx/conf.d/process-mining.conf

Buectu Hactpoiiku B ¢aitn konpurypauuu, rae { XXX} - DNS-ums MauHs:

server {
listen 80;
server_name {XXX};
location / {
root /opt/process-mining-front;

index index.html;
try_files $uri $uri/ /index.html;
# This will allow you to refresh page in your angular app. Which will not
give error 404.
client_max_body_size 1G;

}

location /api {
proxy_redirect off;
proxy_pass_header Server;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Scheme $scheme;
proxy_set_header Host $http_host;
proxy_set header X-NginX-Proxy true;
#for websockets
proxy_http_version 1.1;
proxy_set header Upgrade $http_upgrade;
proxy_set header Connection "upgrade";
proxy_pass http://127.0.0.1:5030;

}

}

3anycTuTh cepBUC NgInX claeayronMi KOMaH IaMu:

systemctl enable nginx
systemctl start nginx
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7. JlomoJHUTEeIbHbIE HACTPOIKH NMPH YCTAHOBKE KOMIIOHEHTOB

1. Bo Bpems ycTaHOBKM HEOOXOAMMO B appsettings mnpomucarb AOCTYI K
PostgreSQL, mpu He omnpenencHUH JaHHOW HACTPOMKHU OyNIEeT MCIOIb30BAThHCS
BcTtpoenHas b SQLight.

2. Bo BpeMs ycTaHOBKM HEOOXOAUMO HACTPOUTH Ha CEPBEPE OUUCTKY TUPEKTOPUHU
$TMPDIR, Tak kak Tyma OyIdyT 3arpykaThCsi BCE UMIOPTHPYEMbIC (aiiiibl U
TUPEKTOPHUS JTOJKHA CUCTEMAaTUYECKHA OUMILATHCS.

8. Kon¢urypanmoHHbie napaMeTpbl CHCTEMbI

HapaMeTpBI H&CTpOfIKH CUCTCMBI IIPCACTABJICHEI B Ta6JII/IIl€I

Ne HaumenoBanue 0J10ka mapaMeTpoB\apaMeTphl U
OMHCaHUe
1 ConnectionStrings 610k noakroueHus k b/l

Default - Ctpoka nmoaxnrouenus k BJ1 Postgresql ¢
MeETa aHHbIMM,

Clickhouse - Ctpoka moaxro4eHust K
ananutuyeckoit bBJI Clickhouse;

2 AppSettings - O0IIMe HACTPOHKH MPUITOKECHUS
AuditKeepDays - 3a ck0JbKO IOCIEIHUX THEH
XPaHUTh 3aITUCH B ayIUTE,
BaseUrl - bazossrit URL npuioxenus, T0CTyITHBIH
U3BHE, HCIIOJB3YETCs IPU (POPMHUPOBAHHUHU CCHUIOK;
ReportGetDelay - 3anepsxka npu nonxydennu pdf
CTpaHUIbI 11 OTYETA, IO YMOTYaHUIO 30 CEKyH/I.

3 JwtSettings - HacTpoliku TOKEHOB aBTOpH3aIUH.
ValidAudience - Ha3Banue aud mapamerpa B TOKCHE;
Validlssuer - Ha3Banue iss nmapamerpa B TOKCHE;
Secret - CexkpeTHbIN KITIOY;

TokenValiditylInMinutes - JleficTBue TokeHa J0CTyIa

B MUHYTaXx;

RefreshTokenValiditylnDays - JleficTBre TokeHa

OOHOBJICHUS B JHSIX.
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EmailSettings - Hactpoiiku oTIipaBK# MOYTHI.

EmailServer - Cepsep SMTP;

UseSsl - Mcniop30BaTh Jid 3alIAIIEHHBIA TPOTOKO
npu paboTe ¢ CepBEPOM;

SmtpPort - ITopt Ha SMTP-cepsepe;

From - EMail, ¢ koToporo oTnpaBisiTb MUCbMa;

FromDisplayName - Oto0OpakaeMoe uMsl sIiKa, ¢
KOTOPOT'O OTHPABJISIOTCS MTUChMa,

Password - [Taposb 1t OTIIpaBKH MHCEM.

TelegramSettings - Hactpoiiku mist padotsr ¢ Telegram
BotName - Ha3Banue 6ota B telegram;
BotKey - Kitou 60Tta B telegram.

ReportPostSettings - Hactpoiiku oTnpaBku 0TYETOB BO
BHEIIIHUN CEPBHUC.

Url - URL, kyna otnpasisite otuétel. OToT URL
BbI3bIBacTCA MeToA0M POST. Ecnu He yka3aH - He
BBI3BIBAEM BHEIIHUI CEPBUC.

Authorization - 3HadeHue, oTIpaBiIIeMoe B
3arosioBke Authorization. Eciim He ykazaHo - He
OTHPABJISIEM 3aTrOJIOBOK.

WindowsAuthSettings - Hactpoitku Windows-
aBTOpHU3AIIUY.

Domain - ims nomena s noakirouenus no LDAP.
Mo>kHO He yKa3bIBaTh, eciu pabotaer Ha Windows
MalIllHE;

DomainDistinguishedName - TTonHoe uMs 1oMeHa
1151 3arpocoB o LDAP, nanpumep:
DC=Domain,DC=local

ADHost - Ums mammasl PC nomena s
noakiaroueHus mo LDAP;

UserGroup - [Tonb3oBateneil Kakoi rpynibl
Windows myckarb B CUCTEMY.
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Logging - HacTpoiiku J0rupoBaHus

LogLevel - Hactpoiika ypoBHE#H JOrHpOBaHUs
OTACIBHBIX 00BEKTOB,;

Default - YpoBens norupoBanusi cOOOIIECHS
TIPWIOKEHUS;

Microsoft - CucteMHbIii ypOBEHB JIOTHPOBAHUS;

Microsoft.Hosting.Lifetime - YpoBenn
JIOTUPOBAHUS TIOJICHCTEMbI XOCTUHTA MPUIIOKEHHUS.

9. Pa0oThI N0 TeXHHYECKOMY 00CTYKHBAHUIO CHCTEMBbI

1.

2.

PerynspHblie paboThl IO CO3aHUIO PE3EPBHBIX Komuid cepBepos ¢ b/ u 6uznec-
JIOTUKOW MPOJYKTUBHOTO KOHTYpA.

Hacrtpoiika ¥ OCYIIECTBIIEHHE MOHMTOPMHIA KIIOYEBBIX [apaMeTpOB
UHPPACTPYKTYpHI (MECTO Ha (paiiyIoBO cUCTEME, 3arpy3Ka MPOLEeCCOPOB U T.1.)
oOecneunBaromuil pyHKIMOHUpOBaHUE CHCTEMBI.
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